N E T W O R K   C O N N E C T I O N  A G R E E M E N T 

Sopimuspohja tehty ostajamyönteisestä näkökulmas​ta erityisesti tilanteeseen, jossa ostajayritys antaa ICT-toimittajalleen pääsyn ja etäyhteysoikeudet omaan IT-järjestelmäänsä. Sopimuspohjassa sovitaan tämän teknisen yhteyden ja yhteistoiminnan toimintavoista ja menettelyistä ongelmatilanteissa.  

Sopimuspohjan kaikki kohdat tulee tarkistaa ja muuttaa vastaamaan käytännön tilannetta; on myös huomioitava, että yhden sopimuskoh​dan muuttaminen yleensä vaikuttaa myös sopimuksen muihin lausek​keisiin ja lisämuutokset ovat tällöin tarpeen. 

HUOM.! Tämä sopimuspohja ei sovellu käytettäväksi käytännön tilan​teisiin ilman sopimusjuridisen asiantunti​jan tarkistusta ja kor​jauksia. 








DRAFT 0.1 - December __, 20__ 
 N E T W O R K   C O N N E C T I O N  A G R E E M E N T 

This agreement (the “Agreement”) is entered into as of the date of signature (the “Effective Date”) by and between:

Teollisuus Company Oy, 123456-7, a company incorporated under the laws of Finland and having its registered office at Pääkatu 1, 00010 Helsinki, Finland (hereinafter referred to as the ”Company”) and 

ICT-Palveluyritys Oy , 0123456-7 , Sivukatu 1, 00001 Helsinki, Finland (hereinafter referred to as the ”Supplier”).

The Company and the Supplier may also be individually referred to as a “Party” and collectively as the “Parties”.

WHEREAS, the Supplier has entered into an agreement regarding certain ICT-related services (the ”Service Agreement”) to be performed, in whole or part, via an external electronic connection to Company’s computer network (”Network”). 
WHEREAS, the Company is responsible for the administration of Network.
WHEREAS, the Parties wish to regulate the terms under which the Company will allow Supplier to access Network as well as each Party’s responsibilities with regards to the connection between Network and any IT equipment controlled by the Supplier.

In consideration of the above the Parties have agreed as follows:

Article 1 – General Terms and Conditions
The Parties agree that the General Terms and Conditions of Connection  (the “General Terms”), Appendix 1, shall apply to and be an integral part of the Agreement. The Supplier thus undertakes to abide by and be bound by the General Terms.
Article  2 – Technical solution and set-up

The basic technical solution of the connection between Network and the IT equipment controlled by the Supplier (the “Connection”) and the work that has to be carried out in order to establish the Connection and each Party’s tasks in relation thereto are described in Appendix 2. 

Article 3 – Grant

On the terms and conditions set out in this Agreement, the Company hereby grants the Supplier the right and possibility to set up and use the Connection for performance of the Service Agreement.

Article  4 – Term and termination

a) This Agreement shall enter into force on the Effective Date and shall, unless terminated in accordance with sub Article b) below, expire automatically on December 31, 20__ or on the day when the Service Agreement ceases to be effective, whichever date occurs first.

b) Apart from termination as an automatic result of permanent close down of the Connection due to safety reasons as provided for in Article 5 (Right to Close Down the Connection) of the General Terms, this Agreement may also be terminated:

i)
by either Party with immediate effect upon written notice if the other Party should become insolvent or a petition in bankruptcy should be filed by or against it, or a receiver of its property or a substantial Part thereof should be appointed; or

ii)
by either Party upon thirty (30) days written notice if the other Party should fail to fulfil its obligations under this Agreement and such failure should not be remedied within the time of notice.
Article 5 – Notices and Communication

Any and all notices and communications under this Agreement will be valid and binding if they are addressed and sent to the addresses set out below:
If to the Company:


Teollisuus Company Oy, 

Pääkatu 1, 00010 Helsinki 

Att.: Tero Teräs

Telephone: +358 123456

E-mail: 
If to the Supplier:


ICT-Palveluyritys Oy 

Sivukatu 1, 00010 Helsinki 

Att.: Iiro Insinööri

Telephone: +358 9876543

E-mail: 
IN WITNESS WHEREOF, Company and Supplier have executed this Agreement in two identical counterparts as of the Effective Date.

Dated: _______________________
Teollisuus Company Oy 


ICT-Palveluyritys Oy 
_________________________

____________________________
APPENDIX 1
CONNECTION AGREEMENT - GENERAL TERMS AND CONDITIONS

Article 1 – Definitions

All capitalized terms not defined in these General Terms shall have the meanings assigned to them in the Agreement.

Article 2 – The Supplier’s Undertakings

At all times during the term of the Agreement and/or the Service Agreement, the Supplier undertakes to follow the Company’s existing and future instructions and security rules in any way relating to the Connection and/or the work to be performed under the Service Agreement. Especially, the Supplier shall:

(a) safeguard that no IT communication between any third party and Network can be carried out through the Connection and/or any IT equipment used by the Supplier;

(b) make every reasonable effort to prevent that any information belonging to any company within the Company group (the “Company Group”) will leak to any third party through the Connection and/or any IT equipment used by the Supplier;

(c) only with prior written approval of the Company give employees of the Supplier (“Authorized Persons”) the possibility to use the Connection;

(d) make sure that no Authorized Persons or other employees will perform any work for competitors to the Customer at the same time and on the same IT equipment that is used in or connected to the Connection;

(e) only use the Connection for the purposes set forth in the Service Agreement and in compliance with Company IT security rules and recommendations as well as the basic technical set up described in Appendix 2 to the Agreement, which may change from time to time;

(f) not disclose to any one other than Authorized Persons information about the Connection or its existence;

(g) not disclose any information on Network to any third party and not use such information for any other purposes than the purposes set forth in the Service Agreement;

(h) safeguard that Authorized Persons and any other representatives, agents advisers or employees who are given access to any information from Network will keep such information, as well as information about the Connection and its existence, confidential and separated from information belonging to third parties as well as make sure that they will not use the information for any other purposes than the purposes set forth in the Service Agreement;

(i) safeguard that the Authorized Persons always are authenticated on the Supplier’s system/network before connecting using the Connection;

(j) establish and maintain a high level culture of IT security which in all essentials are of at least the same level as the Company’s IT security;

(k) if an Authorized Person ends being an employee or consultant of the Supplier, it is the Supplier’s responsibility to make sure that the Authorized Persons are withdrawn access rights immediately;

(l) ensure that no other persons than the Authorized persons use the access rights to the Connection;

(m) immediately inform the Company if the Supplier (i) becomes aware of or suspects that the Connection is used by unauthorized persons or for unauthorized purposes, (ii) has reasons to suspect that the Supplier’s or Company’s computers is or might become infected by computer virus or the alike or (iii) for any reasons whatsoever knows or suspects that any company within the Company Group may have been harmed in any way through the Connection, irrespective of whether the incident was negligent and/or wilful or not;

(n) if the Company so requests – and provided all equipment necessary to do so is furnished by the

Company – safeguard that any strong authentication procedure demanded by the Company is used

by the Authorized Persons; and

(o) make sure that Authorized Persons are informed about the existing and future instructions and security rules set out by the Company and in any way related to the Connection and/or the work to be carried out under the Service Agreement.

The confidentiality and restricted use undertakings of paragraph (g) and (h) above shall survive the expiry of the Agreement.

Article 3 – Liability and insurance

The Supplier shall be liable for any damages suffered by any company within the Company Group due to either a breach by the Supplier or its employees of the undertakings set out in Article 2 (The Supplier’s Undertakings) or any other negligent or willful acts or omissions by the Supplier or its employees. The Supplier shall therefore hold harmless and indemnify any and all companies within the Company Group for any loss, costs and expenses suffered due to a breach by the Supplier or its employees of the undertakings set out in the Agreement and/or from any other negligent or willful acts or omission by the Supplier or its employees. The Supplier shall, at all times during the validity of the Agreement, obtain and maintain insurance in such form and amount as will meet the possible damages which the Supplier may cause to companies within the Company Group in connection with the Agreement. The Supplier shall, at the Company’s request, provide the Company with a copy of the certificate of insurance. Notwithstanding anything said in the Agreement, in no event shall the Parties be liable for any indirect or consequential loss such as loss of production, loss of customer, loss of data etc unless the breach of the Agreement results from negligence and/or wilful misconduct.

Article 4 – Supervision

The Supplier is aware of and consents to the Company supervising and monitoring all communication through the Connection.

Article 5 – Right to close the Connection

Both Parties shall have the right to close the Connection at any time, both temporarily as well as permanently, if it is required for Safety Reasons. ”Safety Reasons” shall mean any risk which either Party in its total discretion considers to be of importance from an IT or general business perspective, including but not limited to:

(i) the risk of information leakage from or to Network;

(ii) the risk of infection by viruses from or to Network;

(iii) the risk of any misuse of the Connection or Network; or

(iv) the risk of any kind of damages to the Supplier or a company within the Company Group.

The closing Party shall, as soon as it is reasonably possible considering the circumstances in each individual case, inform the other Party of its intent to close down the Connection as well as the reasons for the close down. In urgent situations the Connection may be closed down by either Party without informing the other Party. After such close down of the Connection, the closing Party shall, however, immediately inform the other Party of the measures taken and the reasons for such measures.
Article 6 – Effects of termination or expiry of the Agreement

Upon expiry or termination of the Agreement the Connection shall immediately be closed down.

Article 7 – Assignment

The Supplier may not assign its rights and obligations under the Agreement to a third party without the prior written consent of the Company. Notwithstanding anything said in the Agreement, the Company shall have the right to assign and/or subcontract its rights and obligations under the Agreement to:

(a) Any company within the Company Group, or

(b) Any third party in the event the Company outsources all or part of the services which it provides to the Company Group.

Article 8 – Modifications

The Agreement constitutes the entire agreement between the Parties and supersedes all oral negotiations, correspondence and other previous agreements between the Parties in this matter.

All modifications and amendments to the Agreement must be dated, made in writing and signed by both Parties hereto.

Article 9 – Severability

In the event that any provision of the Agreement, including any sentence, clause or part hereof, shall be deemed contrary to law or invalid or unenforceable in any respect by a court of competent jurisdiction, the remaining provisions shall remain in force and effect to the extent that such provisions can still reasonably be given effect in accordance with the intentions of the Parties, and any invalid or unenforceable provisions shall be deemed, without further action on the part of the Parties, modified, amended and limited solely to the extent necessary to render the same valid and enforceable.

Article 10 – Applicable Law

The Agreement shall be governed by and construed in accordance with the laws and regulations of Finland.

Article 11 – Arbitration

Any controversy or claim arising out of or relating to this Agreement shall be primarily settled amicably. If this is not possible, the controversy or claim shall be finally settled by arbitration in accordance with the Rules of Arbitration of the International Chamber of Commerce by one (1) arbitrator selected according to the referred arbitration rules. The arbitration shall be conducted in Helsinki, Finland. The arbitration shall be conducted in English language.
====================

APPENDIX 2 

TECHNICAL SOLUTION 

- REQUIREMENTS & SPECIFICATIONS

